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Where consumers once had to wait for payments to post, they now expect their money 

to move instantly between accounts. Maximum money mobility is the new imperative 

of a digital-first economy, but the faster money moves, the greater the risk of fraud. A 

2021 FICO survey of 1,000 United States consumers revealed that 46% have fallen prey 

to fraud and nearly 19% have experienced an account takeover. A 2022 report further 

showed a 41% increase in attempted fraud year over year, with the highest increase 

occurring in mobile channels at 61%.

Despite these risks, consumers typically exhibit a certain degree of pushback to 

fraud-prevention measures, especially if these safeguards introduce friction into the 

customer experience. While 29% would switch to another bank if they thought their fraud 

cases were handled poorly, nearly 10% would switch banks over a single false decline 

from an overly sensitive fraud detection system. Financial institutions (FIs) tasked with 

delivering secure money mobility experiences that are both frictionless and compliant 

with strict know your customer (KYC) and anti-money laundering (AML) regulations face 

a formidable balancing act.

State-of-the-art fraud detection technology not only improves security and compliance 

but also reinforces customer trust and loyalty by optimizing the customer experience. 

Automation via artificial intelligence (AI)- and cloud-driven adaptive platforms provides 

the data, analytics and decisioning that can transform FIs into fraud-fighting institutions 

— while still ensuring fast and frictionless money mobility for legitimate customers.

This edition of the Money Mobility Tracker®, a PYMNTS and Ingo Money collaboration, 

examines how FIs can adopt security, AML and anti-fraud measures during critical parts 

of the customer journey — including onboarding, account opening and funds transfer — 

while streamlining the customer experience to move money seamlessly.

Thought Leadership Team
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Feature Story

ALL FIS MAY INSIST THE CUSTOMER IS 
THEIR PRIORITY, BUT FEW OFFER TRULY 
CUSTOMER-CENTRIC SERVICES. 
Digital-only banks without branches that allow face-to-face interactions must make sure 

personalization is prioritized in services. 

Christopher Mastrangelo, chief com-

pliance officer at Grasshopper, a New 

York-based digital-only bank focused 

on client-first policies and innova-

tive, cutting-edge technology, said his 

organization has invested in both the 

technology that provides security around 

money mobility and the team mem-

bers who have customer-centric values 

matching those of the organization’s 

leadership.

“Certainly, [there is] an investment in 

technology, the protection of personally 

identifiable information, security and 

also industry-leading fraud services, 

both at account opening and transac-

tion levels,” said Mastrangelo. “Those 

are solutions and investments that we 

make that are part of being a client-first 

organization. The second part of it is a 

strong customer service team and really 

being able to extend that same personal 

outreach and that personal touch that 

a bank with branches would provide. I 

think we have really built strong client 

relationships through those two means.”

Grasshopper On  
The Importance Of Offering 

Secure, Frictionless  
Money Mobility

Feature Story
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Feature Story

BUILDING BETTER PARTNERSHIPS

SECURING FRICTION-FREE MONEY MOBILITY

Money mobility and removing friction from the customer experience are in no way mutually 

exclusive, or even things that the industry must balance, Mastrangelo said. 

“I believe the industry as a whole can move toward a more instantaneous form of money 

movement that’s also frictionless and secure for the client — and that’s a big part of what 

we’re building here at Grasshopper,” he said. “The customer experience and high security 

are both critical components of our strategy, and that starts at the account opening pro-

cess, but it also extends to the verification of transaction parties and counterparties, and 

also [ensuring] protection of [personally identifiable information]. We know that the cus-

tomer wants that frictionless experience. They also want to know that their information 

— their bank accounts  — are secure.”

Mastrangelo predicted that biometrics will likely become an increasingly popular tool in 

the frictionless security space. 

“We have seen the industry moving toward reliance on or use of biometrics, both physical 

and behavioral, as a means for authentication,” he said. “I think that checks both of those 

boxes — frictionless and secure.”

ENSURING BUSINESS AS USUAL

In addition to providing customers with these conveniences, Grasshopper uses the same 

strategy to provide businesses with the same amenities it provides individual consumers, 

including money mobility. 

“Business owners have now come to expect that same level of digital convenience and 

protection that consumers have come to know,” said Mastrangelo. “Our mission is to serve 

that small to mid-sized business sector by providing frictionless, secure banking services.”

FIs can avoid friction and vulnerabilities by prioritizing employee training and education, he 

said. While many organizations focus on information security teams when training employ-

ees for fraud awareness, other key teams to train include sales, customer service and 

product development. It is also important to train these employees to continuously monitor 

incoming data and information as the first line of defense. Additionally, Mastrangelo said, 

it is vital that employees know who they are transacting with since no one should assume 

entities are who they say they are without verification. 

Ensuring banks create the right 

partnerships while working with 

vendors and FinTech partners that 

provide the technology the bank 

uses should also be a top prior-

ity to ensure high security. The 

key to this is ongoing collabora-

tion, Mastrangelo said. Early in 

the collaboration, Grasshopper 

communicates a monitoring plan 

with vendors and other organi-

zations with which it partners. 

Based on this, the two organiza-

tions can better ensure alignment 

and understanding of each side’s 

responsibilities and how the orga-

nizations can provide oversight. 

Mastrangelo also believes that 

compliance is key to any success-

ful partnership, reducing friction 

and providing a better customer 

experience. 

“A critical part of our offering is 

extending our compliance program 

to our FinTech partners and ensur-

ing that the FinTechs are operating 

the front ends that meet our reg-

ulatory compliance standards and 

parameters, and that’s critical 

because having a strong vendor 

management program is really the 

key element there to really ensure 

a successful bank and FinTech 

partnership,” he said.

The most important thing a bank 

can do is ensure customers 

know they are on their side, said 

Mastrangelo. 

“Having a bank there to support 

is, I think, really the key compo-

nent here and can go a long way 

to future success,” he said.
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DREW EDWARDS 
CEO

Offering consumers and businesses money mobility while also granting 
them security is a difficult trade-off. How can organizations strike the right 
balance?

The unfortunate reality for most providers is that consumers kind of expect to have 

their cake and eat it too. Customers expect a robust money mobility experience — 

money that can be sent or received anytime, anywhere, instantly — at no risk to 

themselves. They are often not willing to compromise on either.

The current dustup over banks’ resistance to reimbursing customers for defrauded 

funds through Zelle and other payment apps is a perfect example. Those custom-

ers who lost money through Zelle because of bad actors are incensed that their 

banks are not living up to the promise of money mobility.

Banks may have more leverage to deny fraud claims by customers, but neo-

banks, nonbank financial providers, FinTechs and others do not have that luxury. 

They must meet customers’ expectations for money mobility or risk losing their 

business. At the same time, they must fully protect funds in an environment of 

heightened fraud.

MONEY MOBILITY
TRACKER®

For these nonbank players, the best way to do both is by engaging with a partner 

capable of managing money-in and money-out functionality safely. These plat-

forms have the experience, marketwide views, technology and security in place 

to facilitate instant money movement while also protecting funds.

In the case of Ingo Money, this partnership comes with an optional no-fraud 

guarantee. Our decades of risk insights and experience provide us with a unique 

market and network vantage point — enough to assume the risk for clients’ 

money-in capabilities.

Beyond risk and customer experience, the larger advantages of partnering with 

platforms like Ingo include getting to market faster, reducing operating costs and 

an ability to refocus on the core business.
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M aximizing money mobility is the goal in today’s digital-first economy, but digital 

banking’s vulnerability to bad actors has made fraud a pervasive threat to this 

ideal. A 2021 FICO survey of 1,000 U.S. based consumers revealed that 46% have 

fallen prey to fraud and nearly 19% have experienced an account takeover. A 2022 

report further showed a 41% increase in attempted fraud year over year across the board, with 

the highest increase occurring in mobile channels at 61%.

Nevertheless, surveyed consumers showed 

a surprising lack of awareness of fraud risks 

as well as a resistance to fraud-prevention 

measures, especially if they introduced fric-

tion into the customer experience. While 29% 

reported they would switch to another bank 

if they thought their fraud incidents were 

poorly handled, only 5% were concerned 

about real-time payment fraud, and nearly 

10% would switch banks over a single false 

decline. Banks are thus tasked with deliver-

ing money mobility experiences that are not 

only secure and compliant with strict KYC 

and AML regulations but also frictionless 

from the customer’s perspective.

Balancing security with seamlessness is a 

formidable assignment, but fraud detection 

technology can allow FIs to identify fraud 

through passive verification, enabling money 

mobility that is both safe and seamless. This 

month, PYMNTS examines how FIs can adopt 

appropriate security, AML and anti-fraud 

measures during critical parts of the cus-

tomer journey — including onboarding, 

account opening and funds transfer — while 

keeping the customer experience as stream-

lined as possible.

Fighting Fraud While  
Ensuring Money Mobility

FASTER PAYMENTS MEAN 
ACCELERATED RISKS

Preventing fraud while ensuring money 

mobility can be daunting, and the complex 

modern risk landscape makes it even more 

challenging. A recent study found that while 

just under 50% of organizations have experi-

enced fraud for the past four years, external 

perpetrators have gained in both strength 

and effectiveness since 2020. Almost 70% 

of defrauded organizations reported that 

the worst incidents came from either exter-

nal attacks or combinations of external 

and internal sources working together. The 

most common bad actors are hackers and 

organized crime rings, which both saw their 

activity increase over the last two years.

Organized crime groups are adopting many of 

the same approaches one might see in legit-

imate business organizations, giving their 

“employees” goals and offering incentives 

and bonuses for “jobs well done.” Hackers, 

organized criminals and other fraudsters 

are also increasing both the number and 

the efficacy of their attacks. The dark web 

and other sketchy domains on the internet 

enable specialists in data breaches, false 
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ID creation, attack methodology and other 

criminal strategies to connect, coordinat-

ing within the growing criminal ecosystem. 

Preventing this kind of crime is very difficult, 

as, unlike internal fraud, external fraud is 

impervious to organizations’ tried-and-true 

fraud prevention tools, including codes of 

conduct, training and investigations.

Moreover, while consumers have embraced 

the convenience of digital banking and all 

the risks it entails, fraud disrupts FIs’ rela-

tionships with their customers. Experiencing 

any kind of fraud, even if the bank is not 

at fault, will adversely affect customers’ 

trust and cause 31% to leave their institu-

tions. Despite this, consumers still expect 

their banking experiences to be seamless, 

presenting a quandary for the money move-

ment imperative. As money moves faster, 

the fraud risks multiply, and criminals con-

tinue to step up their tactics to find holes in 

the process. Fraud risk is eight times higher 

during digital account opening, for example, 

likely because FIs wishing to avoid customer 

abandonment at this point may relax fric-

tions, presenting an opening to fraudsters.

PRIORITIZING FRAUD PREVENTION

Adopting security, anti-fraud and AML measures is largely a nonnegotiable matter 

of compliance with regulatory requirements, but it makes good business sense on 

many levels. The cost of fraud for U.S. financial services firms has grown between 

6.7% and 9.9% since the pandemic’s onset.

Intelligent fraud protection not only improves security and compliance but also 

reinforces customer trust, optimizing the customer experience and allowing banks 

to differentiate themselves from competitors. Fully digital, automated onboarding 

processes utilizing more robust, biometric authentication methods can flag abnor-

malities to stop fraud while ensuring a smooth process for legitimate customers.

It is no longer enough for FIs to rely on a strong internal organization or anti-fraud 

department. Automation via AI- and cloud-driven adaptive platforms provides 

the data, analytics and decisioning that can transform FIs into fraud-fighting 

institutions.

FIGURE 1: 

DIGITAL ACCOUNT USERS’ EXPERIENCES 
WITH FRAUD IN THE LAST 12 MONTHS  
Share of respondents who use select digital  
account types, by experience with fraud over  
the last 12 months
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FIGURE 2: 

BUSINESSES’ ANTI-FRAUD 
STRATEGY EFFORTS 
Share of businesses that  
consider plans addressing fraud-
related concerns to be important
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GROWING FRAUD CONCERNS

56% OF U.K. CUSTOMERS WILL JUMP SHIP IF MONEY LAUNDERING SCANDAL 
HITS THEIR BANK, STUDY SHOWS

More than half of United Kingdom consum-

ers would leave their banks and switch other 

providers if their banks were found to be 

involved in money laundering, according to 

research from global analytics software pro-

vider FICO. These findings indicated that this 

sort of scandal could be catastrophic for an 

FI and result in a mass defection of cus-

tomers. These customers look to banks to 

protect them, yet 20% of 25- to 34-year-olds 

SCAMS FLOURISH AS CONSUMERS LOOK TO EDUCATE 
AND PROTECT THEMSELVES

The ease and speed of payments may be increasing, but the pro-

liferation of scams is rising in parallel, too. Peer-to-peer payment 

services allow users to send money to recipients quickly, but they 

have also become a favorite target of scammers. A recent report 

saw a 121% increase in fraudulent credit and loan inquiries in the 

last year, and 83% of U.S. consumers have received a scam phone 

call or text. Nearly half of those respondents said they get 11 or 

more spam calls or texts weekly.

Half of the respondents said they worry about these kinds of 

scams, and 29% say they or someone they know has fallen prey to 

such fraud. As FIs rarely cover these losses, it usually falls on con-

sumers to educate themselves and be proactive in the fight against 

fraud to personally protect their assets and identities.

NEWS &  
TRENDS

said that banks are not fair when scammers 

manage to wrong their customers.

Meanwhile, 15% of U.K. consumers who hold 

a credit or debit card said they believe cur-

rent attempts by banks to handle credit or 

debit fraud are also unfair to consumers. 

Fifteen percent of consumers similarly do 

not believe banks are fair in the aftermath 

of an account takeover, further demonstrat-

ing that customers want to be able to trust 

banks and not be left vulnerable.
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INGO MONEY DEBUTS API TO HELP FIGHT FRAUD RISKS 
WITHOUT ADDING FRICTIONS

The money mobility space is fraught with fraud, but refusing to move 

money forward is money immobility, which does not help anyone and is 

thus unacceptable, according to a recent conversation between PYMNTS’ 

Karen Webster and Ingo Money’s CEO, Drew Edwards, and executive vice 

president and chief product officer, Lisa McFarland.

For Ingo Money’s part, the company debuted its new Inbound Digital 

Transfer and Risk Services application programming interface (API) in May, 

offering a bold new take on fraud and risk management. While FIs have 

traditionally restricted access to transferring funds as an answer to fraud, 

Edwards and McFarland said it does not have to be that way. Created to 

stop fraud risks related to transactions such as inbound debits or digital 

wallet and bank account transfers, Ingo’s goal is to eliminate fraud — all 

with a friction-free customer experience.

News and Trends

SEEKING TOUGHER PREVENTION

CONSUMERS SEEK MORE STRINGENT DIGITAL IDENTITY 
VERIFICATION

Some consumers worry that their banks are not doing enough to protect their 

identities. A recent study found that 34% of consumers say that since the start of 

the pandemic, their FIs have implemented more identity verification checks. Just 

41% of consumers who participate in online gaming and gambling, meanwhile, are 

confident that the companies providing their games are adequately working to 

verify identities and prevent fraud. Sixty-eight percent of consumers believe it is 

important to prove identity when accessing fiscal services online, 52% agree it is 

important when accessing healthcare services online and 42% say it should be a 

prerequisite for using social media.

IT SECURITY PROS SAY EMPLOYERS ARE NOT AS PROACTIVE AT 
FIGHTING FRAUD AS THEY SHOULD BE

Security professionals fighting fraud on the front lines would like to see their 

employers invest more in fraud prevention solutions and keeping their identities 

safe, one study shows. A significant share — 81% — believe FIs could do more to 

fight fraud, and 34% think the most important investments an FI could make are in 

new tools to combat crime. The technologies that fraudsters can access are better 

than the tools banks leverage to stop them, according to 65% of respondents, and 

46% say FIs do not have the resources necessary to do so effectively. Forty-six 

percent also say FIs lack the data needed for fraud mitigation after the fact. These 

professionals caution that consumers often play more of a role in fraud than they 

might like to admit: 86% acknowledge that customers often make it easier for 

scammers to commit fraud.
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Consumer security worries
Even among consumers who are enthusiastic about digital payments and the convenience 

they offer, there are often some concerns.

PYMNTS surveyed 2,368 consumers who hold checking 
and savings accounts in the U.S. about their preferences 
regarding money mobility and security. The survey was 
conducted in August 2021.

Connectivity:  
What Customers Really Want

Not every consumer is ready for open banking
Some consumers are more trusting than others when it comes to sharing their banking  

information with third parties.

Safety and security rule supreme
Consumers who are very or extremely comfortable connecting checking or savings accounts 
to third-party payment apps expect security above all.

Share of consumers who are highly interested in open banking portals,  
by comfort with sharing data

of consumers who are not at all or slightly com-
fortable sharing data are interested.21%

of consumers who are somewhat comfortable 
sharing data are interested.26%

of consumers who are very or extremely comfort-
able sharing data are interested.60%

do not trust the third 
party with which they 
are connecting.

45%
do not believe  
their connections are 
secure.

51%

47%

8.5%

21%

8.2%

Safety and  
security

Reliability

Trust

Notifications

Why consumers are uncomfortable sharing bank credentials with third-party apps

Consumers’ expectations when connecting checking or savings accounts to third-party 
payment apps

do not want to  
provide their account 
credentials to so many 
providers.

57%
worry about the theft 
of their money.

60%

https://www.pymnts.com/wp-content/uploads/2021/11/PYMNTS-Sharing-Bank-Account-Credentials-With-Third-Parties-November-2021.pdf


ABOUT

PYMNTS.com is where the best minds 
and the best content meet on the web 
to learn about “What’s Next” in payments 
and commerce. Our interactive platform 
is reinventing the way in which companies 
in payments share relevant information 
about the initiatives that shape the future 
of this dynamic sector and make news. 
Our data and analytics team includes 
economists, data scientists and industry 
analysts who work with companies to 
measure and quantify the innovation that 
is at the cutting edge of this new world.

Ingo Money is the money mobility company. Founded in 
2001, it provides technology platforms and expert risk 
management to FinTechs, banks and businesses that 
enable safe and instant money movement, from any source 
to any destination. Ingo’s solutions power deposits and 
transfers for inbound and outbound money flows, cross-
platform P2P and digital payouts, with network reach to 
more than 4.5 billion bank accounts, cards, digital wallets 
and cash-out locations. This transformation of traditional 
payments helps businesses reduce cost and delays 
while dramatically improving the consumer experience. 
Headquartered in Alpharetta, Georgia, Ingo employs more 
than 200 professionals and serves some of the largest 
brands in North America.

We are interested in your feedback on this report. If you have questions or comments,  
or if you would like to subscribe to this report, please email us at feedback@pymnts.com.
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